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1
Decision/action requested

This contribution proposes to add a new solution for SUPI privacy issue 
2
References

3
Rationale

The contribution proposes to add a new solution for SUPI privacy issue.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

7.Y
Solution #Y:Use a new PLMNNPN UE ID to resolve the SUPI privacy issue 
7.Y.1
Introduction

This solution address the key issue#3 SUPI privacy issue in PLMN hosting NPN scenario.A Security for PLMNNPN Network Function(SPNF) is designed to conceal/de-conceal PLMNNPN UE ID
7.Y.2
Solution details
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The AMF/SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the AMF/SEAF's policy. The UE shall use SUCI or 5G-GUTI in the Registration Request. 
The AMF/SEAF in the customer premises invoke the Namf_Commuincation_N1Message Notify service by sending a Namf_Commuincation_N1Message Notify message to an AMF which is located in the operator premises. If AMF/SEAF in the customer premises has the UE context, the AMF/SEAF in the customer premises replace the 5G-GUTI to PLMNNPN UE ID. The Namf_Commuincation_N1Message Notify message at least include SUCI or PLMNNPN UE ID, SN name, PLMNNPN service indication. 
Based on the PLMNNPN service indication, the AMF/SEAF in the operator premises knows the AMF/SEAF in the customer premises wants to trigger the primary authentication. The AMF/SEAF in the operator premises shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF when receive the Namf_Commuincation_N1Message Notify message in the step 2. 
The Nausf_UEAuthentication_Authenticate Request message shall contain either SUCI or PLMNNPN UE ID. Nausf_UEAuthentication_Authenticate Request message may further contain the serving network name. Nausf_UEAuthentication_Authenticate Request message may further contain a PLMNNPN service indication.
Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke SIDF if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request. UDM shall invoke Security for PLMNNPN Network Function(SPNF) if a UE ID which is used in a customer premises is received. Security for PLMNNPN Network Function(SPNF) shall return SUPI. Based on the PLMNNPN UE ID generation method, the SPNF de-conceal PLMNNPN UE ID or find the mapping(SUPI, PLMNNPN UE ID). For each Nudm_Authenticate_Get Request, the UDM/ARPF shall create an authentication vector. If a SUCI is received, Nudm_Authenticate_Get Response may further contain a new PLMNNPN UE ID. 
The AUSF sends a AV in Nausf_UEAuthentication_UEAuthentication message to the AMF in the operator premises.

The AMF/SEAF in the operator premises forward the Nausf_UEAuthentication_UEAuthentication message in step 6 to the AMF in the customer premises, then the AMF/SEAF in the customer premises sends the Authentication request message to UE. 
UE response an authentication response message with RES*, then the AMF/SEAF in the customer premises sends an authentication response message to the AMF in the operator premises.
The AMF/SEAF in the operator premises sends a Nausf_UEAuthentication_Authenticate Request message with RES* to AUSF.

The AUSF shall indicate to the AMF/SEAF in the Nausf_UEAuthentication_Authenticate Response whether the authentication was successful or not from the home network point of view. If the authentication was successful, the KSEAF shall be sent to the AMF/SEAF in the Nausf_UEAuthentication_Authenticate Response. In case the AUSF received a SUCI or PLMNNPN UE ID from the AMF/SEAF in the authentication request, and if the authentication was successful, then the AUSF shall also include the PLMNNPN UE ID in the Nausf_UEAuthentication_Authenticate Response message if received from UDM. 

The AMF/SEAF in the operator premises generate the Kamf and deleted the SUPI in Nausf_UEAuthentication_Authenticate Response message then sends an Namf_UEcontext transfer message to the AMF in the customer premises. The message at least include one of the followings: Result, PLMNNPN UE ID, Kamf, Result, etc.  

The AMF in the customer premises registers with the UDM using Nudm_UECM_Registration for the access to be registered. The message include the PLMNNPN UE ID, AMF ID.
The UDM decide whether the AMF can use SUPI based on the AMF ID. If the AMF can use SUPI (e.g due to LI concern ), the UDM sends a SUPI to AMF.
The AMF/SEAF in the customer premises sends UE a registration accept message to UE if the authentication is passed.The AMF/SEAF assign a new 5G-GUTI for the UE.

7.Y.3
Evaluation

TBD

Editor’s Note: whether the solution fulfill the requirement of key issue #3 is FFS.

Editor’s Note: The impact on LI is FFS.
*************** End of the change ****************
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